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(57) ABSTRACT 

BIOS boot initialization progress is recorded and, when 
BIOS boot initialization code fails, the failed boot initial- 
ization code is corrected by the BIOS. Intelligence is added 
to the BIOS which allows failed boot initialization code to 
be corrected by the BIOS transparently to the user. When the 
BIOS cannot correct the failed boot initialization code, 
however, other action is taken which allows the BIOS to 
continue to boot or to successfully reboot. 
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METHOD AND COMPUTER FOR SELF- have a technical support representative attempt to fix the 

HEALING BIOS INITIALIZATION CODE problem over the phone. For example, the technical support 

representative may remotely attempt to solve the problem by 

BACKGROUND offering common fixes to the problem (i.e. direct the user to 

This disclosure relates generally to correcting problems 5 remove ao card > 10 disable or remove peripherals, 

associated with booting a computer and, more particularly, etc.). If the problem cannot be fixed through the guidance of 

to a method and computer for self-healing basic input output a technical support representative, a field service represen- 

system (BIOS) initialization code. ta^ve may visit the site and bring diagnostic tools (hardware 

When a computer or similar component is powered on, or f d wh |f h ^ mor * detail * d ^formation to 

booted, basic input output system (BIOS) initialization code 10 fterrnine what the BIOS was doing at the moment of 

is used by the computer to test its hardware and connectivity ^ ure - ™ ese solutions are costly, tame consuming, and 

and to load all of the necessary operating code that allows de & rade the user s ex P erience - 

the computer to perform needed tasks. The BIOS initializa- SUMMARY 
tion code, which is stored in non-volatile memory (e.g. 

random access memory (RAM), read-only memory (ROM), 15 The present disclosure, therefore, provides a method and 

and/or any device that stores digital information), includes a computer for self-healing BIOS initialization code. To this 

power-on self test (POST) procedure, to ensure that all end;4he boot initialization progress of the BIOS is recorded - 

computer circuitry is functional before running the operating and, if the boot initialization code fails, the failed boot 

code. initialization code is corrected by the BIOS. The boot 

The BIOS initialization code may be accessed by a 20 initialization progress provides an indication of the location 

processor (e.g. central processing unit (CPU), digital signal in the BIOS initialization code of where the boot initializa- 

processor (DSP), microprocessor, microcontroller, ^on failed. 

microcomputer, and/or any device that manipulates digital A major advantage is achieved with the method and 

information based on programming instructions) when the ^ computer of the present disclosure since intelligence is 

computer is booted. added to the BIOS which allows failed boot initialization 

The BIOS, in addition to other functions that are loaded code to be corrected by the BIOS transparently to the user, 

(e.g. reading and writing data to various storage systems When the BIOS cannot correct the failed boot initialization 

such as CD-ROM and DVD-ROM drives), allow the com- code, however, other action is taken which allows the BIOS 

puter to perform its vast array of features. The code that 30 to continue to boot or to successfully reboot, 

gives the computer this ability is called the operating system As such, the problems discussed above are minimized 

(OS). The OS is stored in a non -volatile storage module such allowing for a more efficient solution that increases the 

as a hard disk. When the computer is booted (or reset) the user's experience. 
BIOS code is run and, after POST, the BIOS code allows 

access to the hard disk at an address where code is stored 35 BRIEF DESCRIPTION OF THE DRAWINGS 

which permits the loading of the OS from the hard disk. FIG. 1 is a diagrammatic view depicting some of the basic 

After the OS is loaded, a user may begin to access various components of the computer of the present disclosure, 

features found on the OS (e.g. a spreadsheet, etc.) or m ^ „ . . . , , , . 

accessed through the OS (e.g. the world wide web, email, ™. 2 is a diagrammatic view of the memory and the 

# v BIOS of the computer of the present disclosure, 

etc. ). 40 

When all of the hardware systems and software files are FIG - 3 » a diagrammatic view of the memory and the 
operable, the BIOS and the OS will be running correctly and Processor of the computer of the present disclosure, 
the user will be able to perform various actions via the FIG. 4 is a flow chart depicting a method for a self-healing 
computer. If, however, errors occur during the BIOS or OS BIOS in accordance with the present invention, 
initialization, the computer may infinitely reboot or hang 45 nFTAIf Pn nFSrRTPrrTON 
(lock-up) at the offending code. For example, a user may Ufcl/ULfcU u^Kifi lUfN 
continuously place and remove add-in cards and/or periph- FIG. 1 depicts a personal computer, shown in general by 
erals (or other components) into and out of the computer. In the reference numeral 10, which can be in the form of a 
this situation, the BIOS may get confused and assign desktop computer, a laptop computer or a tower computer, 
resources (e.g. input output (I/O) or DMA (memory) 50 The computer 10 includes a chassis 12 in which a mother- 
addresses) for an add-in card that the BIOS believes is still board 14 is mounted. A processor 16, a plurality of memory 
in the computer but has actually been removed from the modules 18, and two I/O devices 20 are mounted on the 
computer. Thus, the computer will allocate new resources motherboard 14. Two buses 16a and 16b are also provided 
for an add-in card that is later placed in the computer. If this on the motherboard 14 and connect the processor 16 to the 
situation is repeated enough times, the BIOS will eventually 55 memory modules 18 and to the input/output devices 20, 
run out of resources and may infinitely reboot or lock-up. respectively. A power supply 22 is connected to the moth- 
Additionally, hardware and software errors may occur dur- erboard 14, and a pair of cable assemblies 24a and 246 
ing the loading of the OS. For example, mechanical devices connect the power supply to a hard drive unit 26 and a disk 
(such as a hard disk drive, CD-ROM, DVD-ROM, etc.) may drive unit 28, respectively. It is understood that other 
become inoperable because of the problems associated with go components, electrical traces, electrical circuits and related 
the structure and operation of mechanical devices. Software devices (not shown) are provided in the chassis 12. Since 
may also become corrupt and, for example, may not allow these are all conventional, they will not be described in any 
the BIOS code to access the hard disk thereby not allowing further detail. 

the OS to be loaded. FIG. 2 depicts the motherboard 14 of the computer 10 that 

These types of problems are expensive to solve and 65 includes the memory modules 18 and the processor 16. The 

typically require a field service representative to visit the site memory modules 18 include a self-healing BIOS 30 that 

where the error occurred and attempt to fix the problem or records and stores the BIOS boot initialization code and, 
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when the boot initialization code fails, corrects the failed _ the initialization code failed and if the code failed before or 

boot initialization code. The self-healing BIOS 30 can fie after video was initialized. _ 

placed in part and/or in whole in one or more of the memory ' ^ If, however, the boot initialization code fails before video 

modules 18. The memory module 18 that stores the self- was initialized, the BIOS would provide beep codes to 

healing BIOS 30 is preferably a flash sto'rage module but 5 indicate where*tn^*Doot initialization code failed. Beep 

may be any device that stores digital information. The v codes, which are 5 sounds emanated by the computer 10, are 

self-healing BIOS 30 includes intelligence that is built into provided when not enough of the hardware is initialized to 

the BIOS bb^ilngprocess to record the steps involved in the provide an identification number or a written label of the 

booting process. The intemgence^Womprises *a host of failure. For example, to describe the fact that the serial port . 

possible failures and the possible fixes for them. If a failure 10 test failed, a user may hear 1 beep, followed by 2 beeps, 

occurred during the boot process, the step or steps involved followed by 3 beeps to indicate this fact. Additionally, (when 

with the failure are analyzed and, based on the type of me computer has video and input devices functioning) a 

failure, are corrected by the BIOS intelligence. Thus, a »™| P ort test 1C0n ma y flash ^ sh ^ es or 001015 

failure may occur that ordinarily would have caused the ^ ° n th * computer screen to inoicate this fact. The icon can 

computer to hang or infinitely reboot but that can now be 15 accessed (e.g chcked-on by the mouse) to get 

f f ^ 1 i_ t_ « information regarding the iailure. 

fixed transparently to the user. For example, when booting ^ * ^ wheQ ^ mos cjmQQ{ ^ 

from a suspend-to-ram state, the self healing BIOS looks Med boQt mitialization ooAOt In sucn Stances, at least one 

at key memory locations to verify that the system RAM has of tfae following may be performed: skipping the failed boot 

been preserved across the suspend transition. If the memory initialization code by the BIOS, prompting the user to skip 

looks corrupted, the self healing BIOS code clears the 2Q ^ failed boot initialization code, correcting the failed boot 

"resume from suspend" indicator and treats the boot nor- initialization code by an operator (i.e. technical support 

roally. representative), correcting the failed boot initialization code 

In certain situations, however, the computer 10 will have by the user, and attempting to reboot, 

to be rebooted to ensure a correction (e.g. a software or Typically, when a computer locks-up, a user will power 

hardware fix) is initialized. For example, if the computer 10 2 $ the computer off and attempt to reboot. The computer will 

failed to boot because of the insertion of a new add-in card, hopefully reboot correctly, thus overcoming the failure asso- 

the Extended System Configuration Data (ESCD), which ciated with the computer being locked-up. The user may 

stores resource information in a flash chip, can be cleared. then continue to perform the various actions he/she was 

The computer 10 can then be rebooted by the self-healing involved with. If, however, the computer still cannot boot 

BIOS 30 to enact the clearing of the ESCD and allow the 30 correctly because of the same failure associated with the 

computer to boot (i.e. reboot) successfully. computer being locked-up, the user will be unable to per- 

In most of the possible cases (the computer booted form the various actions he/she was involved with and may 
successfully with no failures, booted successfully with a have to call a technical support representative and/or a field 
failure that did not require a reboot, or booted successfully service representative. As explained earlier, there are con- 
with a failure that did require a reboot), the steps that 35 siderable disadvantages associated with this solution. Uti- 
initialized properly as well as the step or steps involved in lizing the diagnostics mode of the self-healing BIOS 30, 
the failure will be displayed. The steps can be displayed on however, a preferable solution may be reached. For 
an output device which includes: a computer screen example, the self-healing BIOS 30 can identify the initial- 
monitor), any other screen (e.g. phone screen, etc.), and/or ization code that caused the computer to lock-up and, before 
paper. The step or steps are displayed by the BIOS 30 and 40 that code is initialized again (which would cause the same 
provide information regarding the failure such as a descrip- failure), the self-healing BIOS may skip the failed boot 
tion of where the boot initialization code failed. This initialization code. A message may appear on the screen 
description comprises at least one of: an identification informing the user of this action or may prompt the user to 
number, a written label, an icon, a sound, and any combi- skip the failed boot initialization code. For example, if no 
nation of the identification number, the written label, the 45 Interrupt Request (IRQ) resource is available for a recently 
icon, and the sound. added card (because, for example, they have been used for 

If the boot initialization code failed after video was previously added cards), the BIOS can query the user to 

initialized, the BIOS would provide the identification num- either remove all previous IRQ assumptions and re-assign 

ber and/or the written label of where the boot initialization the IRQs or to simply ignore the new card. As such, the 

code failed. For example, if the failure occurred in the 50 self-healing BIOS 30 can make intelligent decisions on 

initialization of the math coprocessor, the screen may dis- overcoming various failures. 

play all or some of the following information as shown in There maybe instances in which the user may have to call 

Table 1: a technical support representative to correct certain prob- 
lems. In this scenario, the user will be able to provide beep 

TABLE 1 55 codes and/or identification numbers to the technical support 

representative to indicate the location of the failure. Thus, 

2 mcfu Math cfu locked 9:31:28 ^ technical support representative will know exactly which 

procedure in the BIOS failed to boot (especially if the failure 

The first field is the identification number (arbitrarily chosen occurred before or after video was initialized). As opposed 

as 2) which is an internal checkpoint number. If the identi- 60 to relying on a list of possible solutions to the failure as is 

fication number was a 0, that would indicate that no failures typically done, the technical support representative can now 

were detected during the initialization of the math copro- pin-point the problem and provide a quicker solution to the 

cessor. The next three fields comprise the written label and user. As such, the user and the technical support represen- 

include the name of the initialization code that failed (i.e. tative can now become more efficient because each will have 

MCPU), a brief description of the reason for failure, and the 65 more time to perform other actions, 

date and time of the failure. The written label can be Additionally, the self-healing BIOS 30 may direct the user 

expanded to include the computer or component on which to, or may itself, download potential fixes from a database to 
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correct the failed boot initialization code. For example, the 
self-healing BIOS 30 may not contain all of the possible 
solutions to all of the possible failures that can be encoun- 
tered during booting (because of space constraints and/or 
because the failures may not have occurred yet and/or the 
solutions may not have been found yet). In such a scenario, 
a portion of the solutions (e.g. the top 100 solutions to the 
most common problems) can be placed in the self-healing 
BIOS. The remaining solutions can be placed in, for 
example, a database that can be accessed via the world wide 
web by the self-healing BIOS or the user based on the 
failure. 

For example, the self-healing BIOS 30 may note a par- 
ticular failure and, upon realizing it does not have the 
possible solution, may access the solution from the database. 
Additionally, the self-healing BIOS 30 may send a message 
to the user and prompt the user to download the particular 
solution to the problem. The user could access the database 
and, based on the description of the problem (i.e. the 
identification number, written label, icon, and/or sound), 
could download a potential solution. For example, the user 
may receive a message from the self-healing BIOS 30 that 
states a failure occurred with an identification number of 2. 
The user could then be directed to a particular web site (that 
can be password protected), find the possible solution(s) that 
correspond to the identification number (e.g. 2) and down- 
load the solution(s) in any known manner to the computers* 
memory. The user may then reboot his/her computer and 
have the new solution (code) run to correct the problem. 

FIG. 3 depicts the computer 10 that comprises the pro- 
cessor 16 and memory 18. The memory 18 is operably 
coupled to the processor 16 and stores programming instruc- 
tions that, when read by the processor, cause the processor 
to record BIOS boot initialization code and, when the boot 
initialization code fails, correct the failed boot initialization 
code. The processor 16 and the memory 18 perform similar 
functions to those described in FIG. 2 and thus will not be 
discussed further. 

Referring to FIG. 4, a method for a self-healing BIOS 
begins at step 32 where the BIOS boot initialization code is 
recorded by the self-healing BIOS as the computer is booted. 
At step 34, the boot initialization code is monitored for any 
failures. If the boot initialization code does not fail, the 
method proceeds to step 36 where the computer is success- 
fully booted and the user can perform various tasks on the 
computer. If, however, the boot initialization code fails, the 
method proceeds to step 38 where the failed boot initializa- 
tion code is corrected by the BIOS. 

The present disclosure thus enjoys several advantages. 
For example, intelligence is added to the BIOS which allows 
failed boot initialization code to be corrected by the BIOS. 
These corrections can be made transparently to the user. 
When the BIOS cannot correct the failed boot initialization 
code, however, other action is taken by the BIOS, the user, 
and/or the technical support representative which allows the 
BIOS to continue to boot or to successfully reboot. 

It is understood that variations may be made in the 
foregoing without departing from the scope of the present 
invention. For example, other information, such as the 
company that made the product or the software that is 
failing, statistics on the total number of failures or number 
of specific failures, can be displayed on the screen regarding 
the failure. Further, the description for the reason for failure 
can be expanded to include more detailed information. This, 
and other information, can be used by the technical support 
representative to further understand the cause of the failure 
and provide an expedited solution. Additionally, when a 
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failure occurs that cannot be corrected by the BIOS, that 
failure (and any related messages) may be simultaneously 
displayed on a network administrator's screen as well as the 
users screen allowing the network administrator to track and 
5 assess the quality of the network. 

It is understood that other modifications, changes and 
substitutions are intended in the foregoing disclosure and in 
some instances some features of the disclosure will be 
employed without corresponding use of other features. 
Accordingly, it is appropriate that the appended claims be 
construed broadly and in a manner consistent with the scope 
of the disclosure. 

What is claimed is: 
15 1. A method performed by a computer system that 
includes a basic input output system (BIOS) including BIOS 
boot initialization code comprising: 

initiating the BIOS boot initialization code; 
recording information associated with the BIOS boot 
20 initialization code; 

if the BIOS boot initialization code fails, accessing solu- 
tion code associated with the information from a data- 
base located externally from the computer system; and 
25 causing the solution code to be executed. 

2. The method of claim 1 wherein the recording the 
information associated with the BIOS boot initialization 
code further comprises storing the information in a memory. 

3. The method of claim 1 wherein the recording the 
30 information associated with the BIOS boot initialization 

code further comprises displaying the information on an 
output device. 

4. The method of claim 1 wherein the recording the 
information associated with the BIOS boot initialization 

35 code further comprises, if the BIOS boot initialization code 
fails after video was initialized, providing a description of 
where the BIOS boot initialization code failed to an output 
device. 

5. The method of claim 1 wherein the recording the 
40 information associated with the BIOS boot initialization 

code further comprises, if the BIOS boot initialization code 
fails before video was initialized, providing beep codes to an 
output device to indicate where the BIOS boot initialization 
code failed. 

45 6. The method of claim 1 further comprising: 

causing the computer system to be rebooted prior to the 

solution code being executed. 
7. The method of claim 4 wherein the description com- 
prises an identification number. 
50 8. A memory associated with a computer system com- 
prising: 

a basic input output system (BIOS) that includes BIOS 
boot initialization code that: 
initiates the BIOS boot initialization code; 
55 records information associated with the BIOS boot 
initialization code; 
if the BIOS boot initialization code fails, accesses 
solution code associated with the information from a 
database located externally from the computer sys- 
60 tern; and 

causes the solution code to be executed. 

9. The memory of claim 8 wherein the BIOS stores the 
information in a memory. 

10. The memory of claim 8 wherein the BIOS further 
65 displays the information on an output device. 

11. The memory of claim 8 wherein the BIOS further 
provides a description of where the BIOS boot initialization 
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code failed if the BIOS boot initialization code fails after 
video was initialized. 

12. The memory of claim 8 wherein the BIOS further 
provides beep codes to an output device to indicate where 
the BIOS boot initialization code failed if the BIOS boot 5 
initialization code fails before video was initialized. 

13. The memory of claim 8 wherein the BIOS causes the 
computer system to be rebooted prior to the solution code 
being executed. 

14. The memory of claim 11 wherein the description 10 
comprises an identification number, 

15. A computer system comprising: 

a processor; and 

a memory operably coupled to the processor, wherein the 
memory stores instructions that, when executed by the 15 
processor, cause the processor to: 
initiate a boot initialization code; 
record information associated with the boot initializa- 
tion code; 

if the boot initialization code fails, access solution code 20 
associated with the information from a database 
located externally from the computer system; and 

cause the solution code to be executed. 
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16. The computer system of claim 15 wherein the memory 
further comprises instructions that cause the processor to 
store the information in the memory. 

17. The computer system of claim 15 wherein the memory 
further comprises instructions that cause the processor to 
display the information an output device. 

18. The computer system of claim 15 wherein the memory 
further comprises instructions that cause the processor to 
provide a description of where the boot initialization code 
failed if the boot initialization code fails after video was 
initialized. 

19. The computer system of claim 15 wherein the memory 
further comprises instructions that cause the processor to 
provide beep codes to an output device to indicate where the 
boot initialization code failed if the boot initialization code 
fails before video was initialized. 

20. The computer system of claim 15 wherein the memory 
further comprises instructions that cause the processor to 
reboot the computer system prior to the solution code being 
executed. 

21. The computer system of claim 18 wherein the descrip- 
tion comprises an identification number. 

***** 
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